NMPUKA3 Ne 4-2023
no obwecTBy ¢ orpaHMYeHHON OTBETCTBEHHOCTLIO «Jleuye6HO-ANarHoCTUYeCKMii
LLeHTp
MexayHapoaHoro MHCTUTYTa GMONOrMYECKUX CUCTEM - TONBLATTU

r. TonbaT™! 28 wionsa 2023 roga

06 ymeepxdeHuu Monumuku
uH@OpPMayuoHHoU 6e3onacHocmu 8
000 «J/14U4 MUBC - Tonsbsmmuy

Bo ucnonHenne depepanbHoro sakoHa ot 27.07.2006 Ne 149-®3 «O6 uHcbopmauuu,
MHOPMAUMOHHBIX TEXHOMOMMAX WM O 3awmTe WHopmauun», deaeparnbHOro 3akoHa oT
27.07.2006 Ne 152-®3 «O nepcoHasnbHbIX AaHHbIX» W WHBIX HOPMAaTUBHbIX MPaBOBbIX AKTOB
Poccuirckon ®enepauum,

MPUKA3bIBALIO:

1.YTBepaute Monutuky nHpopmaumnoHHon 6esonacHoctn B OO0 «J1AL MUBC - Tonbattn»
(nanee — NMonutuka) cornacHo lMpunoxennio N2 1 k HacToswemy lNpukaay.

2.PykoBoauTenam CTPYKTYPHbIX NoapasaeneHuit 03HakoMuTtb nog pocnuck pabotHukos OO0
«14L MUBC - TonbaTtT» ¢ MonuTukon.

3.KoHTponb 3a UCNOMHEHMEM HacTosLLEro npukasa Bosnarat Ha cebs.

FeHepanbHbIVi AUPEKTOP %/ — AO. Wynuwos



[Tpunoxenue Ne 1
K nipukazy rno OO0 «JIJILl MUBC -Tonpartu»
ot 28.07.2023 Ne 4-2023

MOJIMTUKA

nupopmaunonnoit 6ezonacuocrn B 000 «JIJII MUBC - Toabsarrin

1. Tepmunbl u onpeaesnenus

I.1. Bm3mec-mpouecc — mnocnenoBaTeNbHOCTh TEXHOJOTMYECKM CBS3AHHBIX OMEPALMN 110
PEOCTABNICHAIO MPOAYKTOB, YCIYr W/WIM OCYLIECTBIECHHIO KOHKPETHOTO BHAA JEATETBLHOCTH
Oprannszanmn.

1.2. 3ammra mHdOpMAUMH — COBOKYIHOCTH OpraHU3allMOHHBIX ¥ TEXHUYECKHX MeEp,
HAMPAaBJICHHBIX HA IPENOTBPAIICHHE YTEUKH 3alIUIIAeMOi HH(pOpMaIUH, HECAHKIIMOHUPOBAHHBIX U
HEMPaBOMEPHBIX BO3ACHCTBHHN Ha 3alllAIIaeMy 0 MH()OPMAIIMIO U CPECTBA OCTYa K HEeH.

1.3. Mndopmanms — cBeneHus 0 IHnax, npeaMerax, akrax, COOBITUSX, SBJIEHUAX U IpOLEccax
HE3aBACHMO OT ()OPMBI X ITPENCTABICHHSL.

1.4. Madopmanmonnas Ge30MaCHOCTL — TPAKTHKA MPENOTBPAIICHHS HECAHKIHOHHPOBAHHOIO
A0CTyna, WCHOJNIb30BAHUS, pACKPBITHS, WCKaXCHHUs, H3MEHEHHsS, 3allMCH WM YHHYTOXKEHHS
rHpOpMaIIH.

1.5. MadopmMaumonHas cucTeMa — COBOKYITHOCTb Coiepkaimeiics B 6a3ax JaHHBIX HHPOPMALHH H
obecniewrBaromux ee 06paboTKy HHPOPMAEOHHBIX TEXHONOTHH M TEXHUIECKHX CPEICTB.

1.6. Uudopmanuonnriii pecype — BCe, 4TO MMEET LEHHOCTb M HAXOAHMTCA B PACHOPSDKEHHH
Oprasu3zaiuu.

1.7. Kommep4eckas TaiiHa — KOHQUAECHIMAIBHOCTh HHOPMALMH, TIO3BOJISIOMAs ee 061anare o
Opy  CyLIECTBYIONIMX MIJIA BO3MOXHBIX OOCTOSTENTBCTBAX YBENMYHMTH JOXOABL, H30EXKATDH
HEONpaBJaHHbIE PACXObI, COXPAHHTD MOJIOXKEHHE HA PHIHKE TOBAPOB, PaboT, YCIYT WM MONYYHTh
HAHYIO KOMMEPYECKYIO BBITOLY.

1.8. KondpmnaennuaapHas uapopmauus — uHQOpMauUMs C OrpaHAYEHHBIM JOCTYNIOM, He
cojepkamas —CBEJCHMH, COCTAaBIIOUIMX TOCYNApCTBEHHYIO TaiiHy, MOCTYN K KOTOPOM
OrpaHMYMBaETCs B COOTBETCTBHH C 3aKOHOAATENILCTBOM Poccuiickoii ®eneparnuu.

1.9. KondupenuuaabHocTh HHPOPMALMH —  COCTOSHHME 3AUIMIUCHHOCTH WH(pOpMALUK,
XapaKTepu3yeMoe CrocoGHOCTHIO HHPOPMALMOHHOK CHCTEMBI 0GECIeUMBaTL COXPAHEHUE B TaifHe
undopmaLyy oT cy6bEKTOB, HE MMEIOMUX MOJIHOMOYHUI HAa 03HAKOMJICHHE C Heil.

1.10. HecaHKUMOHHPOBAHHBIA AOCTYN — JIOCTYN K HHPOPMALMK WK NEHCTBUS C uH(bOopMarmeit,
HApyWIAIOUIME TNpaBHia PAsrPaHMYCHHs JIOCTyna C HCNONb30BAHHEM INTATHBIX —CpeCTB,
NpEOCTABIAEMBIX ~ CPEACTBAMH  BBIMHC/IMTETbHOM — TEXHHKH HMJIH  aBTOMATH3MPOBAHHBLIMH
cUCTEMaMH,

I.11. IMonuruka - o6mmne uemH U yKa3aHud, (OPMAIbHO BBIPAKEHHBIE PYKOBOJICTBOM.



1.12. TlpaBa noctyna - 510 npapa goBepeHHOTO OObLEKTa Ha COBEpLIEHHE KaKMX-TH6O AeHCTBMA MO

OTHOLICHUIO K 06BEKTAM CHCTEMBI,
1.13. Puck — coueTanie sepostHOCTH cOOBLITHS U €ro nocaeacTeuit,

1.14. Cucrema ynpapaenun nudopmannonnoii 6ezonacnoctbio — yacts o6uieit cucTempl yrnpasieHus,
OCHOBAHHAS HA OLEHKE PUCKOB, NpeHA3HAYCHHAS JUTS CO3NIaHHSA, BHEIPEHHS, IKCIITYaTaLMU, MOHUTOPHUHTA,

AHANK3A, COMPOBONIACHNA U COBEPLIEHCTBOBAHUA HH(OPMaLMOHHOI 6e3onacHocTH.
1.15. Yrpo3a — onacuocTs, npeanonaraiomias BO3MOKHOCTb MoTepsb (yiuep6a).

1.16. LenocTrocTs nrpopManum — YCTOHYHBOCT HHOPMALIMM K HECAHKLIMOHHPOBAHHOMY OCTYITY WIH
CmMualHOMY BO3NeHCTBMIO HAa Hee B Tipouecce 06paboTKM TEXHUYECKHMM CPeACTBAMH, pPe3y/bTaToM

KOTOPONO MOXKET ObITh YHUYTOXKEHHE U UCKKEHHEe MH(OpMAaLIMH.

2. O61ee nosnoxeHne

2.1. Hacrommas nonutuka uHdopmauMoHHOH GesomacHoctu (nanee — [lomuthka) O6mectea c
OMPaHMYCHHON OTBETCTBEHHOCTBIO «JIeueGHO-AMArHOCTHYECKHI LEHTP MeXayHapOIHOro HHCTHTYTa
Guonorwueckux cucrem - TonbaTTHY (manee — Opranu3sauus) npeacrasiser coboi cucteMy TpeGoBaHWH,
npasun M meronoB OpraHusaumu B obnactu  obecnieyeHHs 6€30MacHOCTH  MHPOpPMaUHH, €€
KOHQHUICHUMATLHOCTH, @ TaKKe IOCTPOEHMS CHCTEMbI YMpaBleHHd HH(MOPMALMOHHON Ge30MacHOCTHIO
(nanee — CYUB) Oprauusauum. '

2.2. CobmoneHHue NMpPHHUMIOB, NpaBuil M TpeGoBaHMii MHpopMaLMOHHOH GesomacHoctu (nanee — HB)
SIBJISETCS, B TOM YMCIIE, 3JIEMEHTOM KOpHOpaTHBHON KynbTypbl. CremoBanue TpeGoBanusm Wb sBnsercs
BKHBIM YCJIOBHEM TPH OCYLIECTBIEHHHU NMOBCEAHEBHOI AesTenbHOCTH OpraHu3ali, BKITOYas COBMECTHYIO
paboty ¢ nenosbiMM maptHepamH. Kaxnplii paGoTHuk OpraHusalid W ee 1eNOBble MapTHEPHl HECYT
OTBETCTBEHHOCTh 3a Oe3omacHyro pabotry ¢ uHOpMaUHOHHBIMH cHucTeMaMH (mamee — HUC),
uHpopmauMoHHbIMU pecypcamu (aanee — HP), KoMmbloTepHbBIM 00OpyIOBaHHEM, MOOHILHBIMH
TEXHHYECKMMH CPEICTBAMH, HOCHTENAMH HMHOOpMalMM, TNpPEeNOCTaBIeHHOH M  obpabaTeiBaeMoit
vHpopmaume# OpraHu3aLyH.
2.3. Obecneyenve UB Bimouyaer B cebs OOYI0 [€STENBHOCTb, YCTAHOBNEHHYIO AEMCTBYIOLIMM
3akoHo/aTeNbcTBOM Poccuiickoil ®enepauuu, HanpasneHHyo Ha 3aiury UC u MP Opranusaimu.
2.4. Hacrosmas [IlonutHka paspabotaHa Ha oOcHOBe TpebOBaHWI 3akoHonarenscTBa Poccuiickoit
denepauyn:
¢ @epepanbuoro 3akona or 27.07.2006 N 149-03 «O6 wuHpopmaumy, MHPOPMALHOHHBIX
TEXHOJIOTUAX W O 3aIlHTe HHpOPMALIHNY;
e Menepaabuoro 3akona ot 27.07.2006 N 152-®3 «O nepcoHanbHbIX JaHHBIX»;
»  @epepanbHoro 3akona ot 06.04.2011 N 63-®3 «O6 anekTpoHHON MoaANUCHY;
¢ @epepanbHoro 3akoma or 26.07.2017 N 187-®3 «O Ge3zonacHocTH KPUTHYECKOMH
uHdopmaunonHo# HdpacTpykTypel Poccutickoi ®enepaunmy;



e [Ilpukasa ®CTOK Poccum or 25.12.2017 N 239 «O6 yreepxnennn TpeGoBauuii o
obecriedeHuio  6€30MaCHOCTH  3HAYMMBIX  OOBEKTOB  KPUTHYECKOl UH(POPMALIMOHHOI
uHppacTpykTypsl Poccuiickoit @enepanum;

e Ilpuxaza ®CTIK Poccum or 18.02.2013 N 21 «O6 yrBepkpenun CocTaa U comepiaHus
OpraHM3allMOHHBIX U TEXHHYECKHX Mep 110 00ecreueHHIo 0e30MacHOCTH MePCOHANbHbIX TaHHbIX
npu ux 06paboTke B HHYOPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX IAHHBIXY,

e [Ilocranosnenus Ilpasurenscrsa P® or 01.11.2012 N 1119 «O6 yreepxknenun TpeboBanuii k
3alIMTe MNEPCOHANBHBIX [AaHHBIX P MX 00paboTke B WHPOPMALMOHHBIX CHCTEMAX
NEePCOHAJIbHBIX JAHHBIXY,

e I'OCT P HUCO/M3BK 27001-2021. HaumonanbHeiii crammaprt Poccuiickoii Denepanum.
Hupopmauronnas TexHonorus. Meroabl u cpencrsa obecredeHus: 6e30macHocTy. CHCTEMbI
MeHe/DKMeHTa HHpopMaLoHHO# GesonacHocTu. Tpebosanus.

2.5. Ilpumenenue CYHUB pernameHtupoBaHo Hactosmeii IToauTHKON, a TaKke APYrUMHU
OpraHM3alMOHHO-PACTIOPAANTENIbHEIMU  IOKyMeHTamu  (nanee — OPJI) OpraHusauuu, KoTopble
SABJISIOTCS 00sA3aTENbHBIMU [JIs1 MCTIONIHEHUsl BceMH paboTHukamu Opranusaiuu. TpeGosanus CYUB
JOBOAATCS 10 CBeCHUsl paboTHUKOB OpraHu3anum.

3. Lenu u 3amayn

3.1.  OcHoBHoli nemo Hacrosuned Ilonutuku siBusercs sammra UC u HMP OpraHmsauud ot
BO3MOXKHOIO HAHECEHMsI MM MaTEePHaJIbHOIO, (PU3MUECKOr0, MOPAJIbHOTO MM MHOTO yinepba, a TakKe
HapyLIeHHs peXuMa KOH(PUIAEHUMATbHOCTH HH(POPMALMH B PE3y/ibTaTe HECAHKIHOHHPOBAHHOIO
ZOCTyIA K MHPOPMALIMK, €e HOCUTENISM, a TakoKe Mpolieccam 00paboTky U nepenaun HHGOPMALIH.

3.2, Jlnsa nocrwkenus ykazanHbix ueneil CYWUB nomkHa oGecreqnuBaTh BbINOJHEHHE CIENYIOMINX
3a1a4:

® coorBerctBrue  TpebopaHusiM  DenepasbHOrO  3aKOHOHATENBCTBA,  HOPMATHUBHO-
meroauyeckux nokymeHnToB @Ch Poccuu, @CTIK Poccun u 1oroBopHbIM 00513aTEIbCTBAM
B uactu Ub;

® CBOEBPEMEHHOE BbISIBJIEHHE, OLEHKA U IPOrHO3UPOBAHNE UCTOYHUKOB yrpo3 Ub;

® NpENOTBpAllEHHE W/UIN CHIDKEHME yiepba oT peanusauuu yrpo3 UB;

® CO3/laHM€ MEXaHHW3Ma OINEePaTHBHOTO pearupoBaHusi Ha yrpo3sl Wb,

® JIOCTHXXEHME aJIEKBATHOCTU MEP MO 3aure ot yrpo3 Ub;

® 3aIMTa OT BMELIATENbCTBA B npouecc GyHkunoHupoBanusi MC moCTOPOHHMX JIHII,

® BbIABJICHUE, MPEAYNPEKICHUE M IPECEYEHHE BO3MOXKHOH IPOTHBOMPABHON M HMHOM
HEraTUBHOM AEATENbHOCTH COTPYAHUKOB;

e ofecneuyeHue HENPEPbIBHOCTH KPUTHUECKHX OM3HEC-TIPOLIECCOB;

® M3Y4YCHUEC NMapTHEPOB, KIMEHTOB, KOHKYPEHTOB U KAHAUAATOB Ha pa60Ty;



® HEONyIEHHE NMPOHMKHOBEHHs CTPYKTYP OPraHM30BaHHOM MPECTYNHOCTH U OTHEJbHBIX
JIML[ ¢ TPOTHBONPABHBIMU HAMEPEHHSMH;

® TMOBBIIEHHE ENOBOI PENyTaLUK U KOPIOPATHBHOM KyJbTyphl B chepe UB.
4. Meroap! obecniedeHns HHPOPMALMOHHOH 6€30MacHOCTH

4.1. HasHauenume M  mOAroToBKa  pabOTHMKOB,  OTBETCTBEHHBIX 32 OpraHU3aLUI0
1 OCYLIECTBJIEHUE MepOnpusATHil o odecneyenuro Ub.

4.2.  PermameHntupoBaHMe BCeX IPOLECCOB 0OpaGoTKM HHpOPMALMH, AEHCTBUIA pabOTHUKOB
Oprannsanun 1 CeLHaNiuCTOB, OCYLIECTBIMIOUIMX a AMUHICTPUPOBAHHE IPOIPAMMHBIX H TEXHUYECKHX
cpencts 00paboTku uHpopMaLK, Ha OCHOBe yTBepskaeHHoi OPJI o Bonpocam obecreuenus HB.

4.3.  VYwuer Beex, nopnexamux 3aiure, P (kaHanoB CBA3H, anmapaTHbIX 1 MIPOrPAMMHBIX CPEICTB).

4.4.  TlpenocrapiaeHue KaxaoMy nosb3osateno MC MUHHMAIbHO HEOBXOMUMBIX npaB J0CTymna st
BBINOJIHEHUS] CBOMX (DYHKLIMOHAJIbHbBIX OOSI3aHHOCTEH.

4.5. 3uHaHne u cTporoe cobmoneHue BCeMH PaGOTHMKAMH, MCTOIB3YIOLMX M 00CTy)KUBaKOLIMX
arrnapaTHele W NporpaMMHbIe cpeacrsa 00pabotku mHpopmanmu, tpeGosanuii OPJ] mo Bompocam
obecrnieuenus 6e30MaCHOCTH KOH(PUAEHUMANBHON HHPOPMALIUK, B TOM YHCIE KOMMEPYECKOU TaiiHbI U
KPUTHYECKHX OU3HEC-MPOLIECCOB.

4.6.  IlepcoHanbHasi OTBETCTBEHHOCTb 33 CBOM NEHCTBHS KaXHOTO PabOTHMKA, yYaCTBYIOLIErO, B
pamKax CBOMX (yHKIMOHANbHBIX 00A3aHHOCTE!, B npoueccax 06paboTki HHPOPMALUK ¥ UMEIOLIEro
nocryn k HP.

477.  Peanu3auusi TEXHOJOTMYECKHX IPOLECCOB 0OPaGOTKM HH(POPMALMM B COOTBETCTBHH C
KOMIIJIEKCOM ~ OPraHU3aLlMOHHO-TEXHHYECKMX MEp MO 3alUThl MPOrPaAMMHOrO OOeCHedeHusl,
TEXHUYECKUX CPE/ICTB U JAHHBIX.

4.8.  Ilpunstue mep mo obecneueHuio (GU3MYECKOH LETOCTHOCTH TexHMueckux cpenctB UC u
NOJIEP)KaHUEM HEOOXOJUMOT0 YPOBHSI 3ALMIIEHHOCTH X KOMIIOHEHTOB.

4.9.  Hcnonb3oBaHue (QU3MYECKMX M TEXHUYECKHX (IIPOrPAMMHO-AINAPATHBIX) CPEICTB 3alUTHI
unpopmanuu (nanee — C3H), a Takke TEXHMYECKAs! MONEPIKKA UX UCIIOJIB30BAHMSL.

4.10. Komntpousb cobnmonenus nosszosatessimu MC tpebosanumii no obecneuenuro Ub.

4.11. TIlpaBoBas 3amura HHTepecoB OpraHu3aluM NpU B3aUMOAEHCTBUH C HOPUAMYECKUMH U
(u3nuecKMMH IMLIAMHU OT MPOTHBONPABHBIX U HECAHKLIMOHUPOBAHHBIX AEHCTBUIT CO CTOPOHBI HTUX JIHII.

4.12. Ilpopenenue aHanusza 3PEeKTHBHOCTH NMPUHATHIX Mep u npumensiembix C3U. PaspaGotka u
peanu3auus npemioxeHui no copepuencrsopanuio CYUD B Opranuzanuu.

4.13. CBOeBpEeMEHHOE BbISBJIEHHME MCTOYHUKOB yrpo3 Mb, mpuuuH M yClOBH, COCOOCTBYHOLIMX
HaHECEHHIO yuiepba 3aMHTEPECOBAHHBIM CyObeKkTaM HH(POPMALMOHHBIX OTHOLIEHHH, CO3HMaHHe
MEXaHU3Ma ONepaTUBHOrO pearupoBaHus Ha yrposbl Ub.

4.14. CozpaHue ycnoBUH Ul MMHUMM3AaLUH HAHOCUMOTO yiiepOa HernpaBOMEPHBIMH IEHCTBUSIMH,
ocnabneHre HeraTHBHOTO BJIMSIHUS U YCTPaHeHHs nociencTBuil Hapywenus Wb,



5. 3akmroueHue

5.1. Hacrosimas Ilonutuka sBisercs BHYyTPEeHHHM JOKyMeHTOM OpraHu3amum, o6IIeI0CTyIHOMN 1
MOJIEXKUT Pa3MELIEHHUIO Ha opuIHanbHOM caiite OpraHu3anum.

5.2. Hacrosimas Ilosmtuka pacnpocTpaHsieTcss Ha Bce OM3HEC-NPOLECCHI, aBTOMATU3UPOBAHHBIE U
TEJIEKOMMYHUKALIMOHHBIE cUCTeMbl OpraHu3anum.

5.3.  Paspaborka BHYTPEHHHX OpPraHH3aLHOHHO-PACTIOPSIUTENbHBIX JOKYMEHTOB OpraHu3aLum,
pernameHTupyromux Bonpocel b, ocymecrsisiercst Ha ocHoBaHuM Hactosimen [ToMuTHKOIi.

5.4. Pabornuku OpraHu3aluy [JOJDKHbI  PYKOBOJACTBOBATbCS HacTosimei IloNuTHUKOH B
MPOo(ECCUOHATBHOI eI TeIbHOCTH, IIPU BHYTPUKOPIIOPATUBHOM B3aMMO/IEHCTBHH, JINYHOM Pa3BUTUH U
NOBBILIEHUH KyJabTypbl Ub.

5.5.  OTBETCTBEHHOCTDb JOJKHOCTHBIX JUL OpraHu3aLym, UMEOIIUX AOCTYII K KOH(pUIAECHIHAILHOM
MHPOpPMALIMK, 33 HEBBIMOJHEHHE TPeOOBAHUIT HOPM, pPeryJMpyIOLINX 06paboTky u 3awmry
MH(pOpMaLUK, ONpenessieTcss B COOTBETCTBMH C 3aKOHOMATENbCTBOM Poccuiickoil Denepauun u
BHYTPEHHUMH OpraHU3alHOHHO-PACTIOPSAAUTENbHBIMU JOKyMeHTaMu OpraHu3aLum.

5.6.  Hacrosimas [TonuTuky BCTynaeT B CHily C MOMEHTA €€ yTBEPKASHHSI.



